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- Mapped 
enterprise 
dependencies  

SBOM Mgmt

- SBOM Analysis
- Continuous 
Monitoring 
- Vulnerability 
Exploitability 
eXchange (VEX)
- Environment 
Susceptibility 
(local VE))
- Versioning
- Disposal
- Mapped 
enterprise 
dependencies  

SBOM Mgmt

*generation and 
use including: 
Frequency, 
Depth, Known 
Unknowns, 
Distribution and 
Delivery, Access 
Control, and 
Accommodation 
of Mistakes. 

SBOM 
Requirements

*generation and 
use including: 
Frequency, 
Depth, Known 
Unknowns, 
Distribution and 
Delivery, Access 
Control, and 
Accommodation 
of Mistakes. 

SBOM 
Requirements

- SDLC 
capabilities
- security 
posture, and 
- Foreign 
Ownership, 
Control, or 
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P-13: 
INFORMATI

ON LIFE 
CYCLE
(3, 10)
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REQUIRE
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REQUIRE
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SELECTION
(6, 9, 10, 

11)

S-3: 
CONTROL 
ALLOCATI

ON
(9, 10, 11)

S-4: DOCS 
OF 

PLANNED 
CONTROL 
IMPLEME
NTATIONS
(6, 9, 10, 

11)
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CATEGORIZ
ATION 
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P-15:  
REQUIRE
MENTS 

DEFINITIO
N

(3, 6, 7, 
11)
P-

16:ENTER
PRISE 

ARCHITEC
TURE
(1, 11)

P-
16:ENTER

PRISE 
ARCHITEC

TURE
(1, 11)

P-4: 
TAILORED 
CONTROL 
BASELINES 

& 
CYBERSEC

URITY 
FRAMEW

ORK 
PROFILES

(11)

M-1: 
SYSTEM 

AND 
ENVIRON

MENT 
CHANGES

(2, 11)
M-5: 

SECURITY 
AND 

PRIVACY 
REPORTIN

G
(2, 11)

P-1: RISK 
MANAGE

MENT 
ROLES

P-5: 
COMMON 
CONTROL 
IDENTIFIC

ATION
(11)

P-13: 
INFORMA
TION LIFE 

CYCLE
(3, 10)C-3: 

SECURITY 
CATEGORI

ZATION 
REVIEW 

AND 
APPROVALR-1: 
AUTHORIZ

ATION 
PACKAGE

(11)M-1: 
SYSTEM 

AND 
ENVIRON

MENT 
CHANGES

(2, 11)
M-5: 

SECURITY 
AND 

PRIVACY 
REPORTIN

G
(2, 11)

P-
9: SYSTEM 
STAKEHOL

DERS

P-12: 
INFORMA

TION 
TYPES

P-13: 
INFORMA
TION LIFE 

CYCLE
(3, 10)

P-15:  
REQUIRE
MENTS 

DEFINITIO
N

(3, 6, 7, 
11)

C-2: 
SECURITY 
CATEGORI

ZATION
(6, 10, 11)

S-1: 
CONTROL 

SELECTION
(6, 9, 10, 

11)
S-4: DOCS 

OF 
PLANNED 
CONTROL 
IMPLEME
NTATIONS
(6, 9, 10, 

11)

S-5: 
CONTINU

OUS 
MONITORI

NG 
STRATEGY
— SYSTEM
(2, 6, 11)

I-1: 
CONTROL 
IMPLEME
NTATION

(9, 10)I-2: 
UPDATE 

CONTROL 
IMPLEME
NTATION 
INFORMA

TION
A-5: 

REMEDIAT
ION 

ACTIONS
A-6: PLAN 

OF 
ACTION 

AND 
MILESTON

ES
(6)R-1: 

AUTHORIZ
ATION 

PACKAGE
(11)M-1: 

SYSTEM 
AND 

ENVIRON
MENT 

CHANGES
(2, 11)

M-4: 
AUTHORIZ

ATION 
PACKAGE 
UPDATES

(11)
M-5: 

SECURITY 
AND 

PRIVACY 
REPORTIN

G
(2, 11)

M-3: 
ONGOING 

RISK 
RESPONSE

(11)

P-14:  RISK 
ASSESSME

NT—
SYSTEM

(3, 6)P-15:  
REQUIRE
MENTS 

DEFINITIO
N

(3, 6, 7, 
11)

P-17: 
REQUIRE
MENTS 

ALLOCATI
ON

(9, 10, 11)S-3: 
CONTROL 
ALLOCATI

ON
(9, 10, 11)

2- Continuous 
monitoring 

strategy

  3- 
Information 
about other 
systems that 
interact with 
the system

6- Risk 
management 

strategy

4- Information 
sharing 

agreements or 
memoranda of 
understanding

5- Risk 
determination

7- Supply 
chain 

information

9- System 
component 
inventory

10- System & 
system 

element 
information

11- System-
level security 

risk 
assessment 

results/reports

8- Supply 
chain risk 

assessment 
result

1- Asset 
information

1, 5, 6, 7, 
11

5,6,7,11 0
2,6,9,10,1

1
7, 11 1, 11

2, 4, 6, 8, 
11

3, 6, 7, 
10, 11

1, 3, 6, 7, 
11

1, 9, 10, 
11

6, 11 2, 11
2, 3, 10, 

11
2,3, 6, 7, 9, 10 11

3, 6, 7, 9, 
10, 11

SBOMSCRM strategy & 
policy

P
o
te

n
ti

al
 i

n
p
u
ts

 t
o
 R

M
F

 T
as

k
s

IA
W

 N
IS

T
 S

P
 8

0
0
-3

7
r2

R
es

p
o
n
si

b
le

 

fo
r 

R
M

F
 t

as
k
s

R
M

F
 T

as
k
s

Pink tasks identify recommended inputs to RMF task needing SBOM data

RMF Roles and Responsibilities

Working Draft of the SBOM Lifecyle and landscape
by Georgianna Shea gshea@fdd.org


	SBOM master recieving.vsdx
	Page-1
	Page-2
	Page-3
	Page-4


