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1 Finite State hosted a Your mission is to “SBOM”
| ' roundtable with OT an Industrial Facility at

vendors, manufacturers-, - e

and utility asset owners

| | We developed a plan for 4
utilities to begin —

| collecting SBOMs for a
specific environment

The purpose was to gain‘
better visibility and /
awareness into: L G

8
Software subcomponents
Risk posture/tech debt.
N-day vulnerabilities "
Vendor risk management
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Mississippi Power (MPC) .
We know i1t contains: ;
i |
Protection Devices |
Network Devices o
Cybersecurity Devices.
Physical Security '
Devices
@& Condition Based
Maintenance Devices

And more“
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Operationalize

SBOMs & Supply Chain
Risk Management

Analyze & Monitor
Vulnerabilities and Risks

Verify & Validate /

.

through Testing of §,
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Devices and Software =
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& Receive Security Data
from Vendors
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: Generate Inventory 4;%0
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https://chat.openai.com/c/whitehouse.gov
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Thank you for your reque !

have provided your SBOMs, and

o download
he |
ing

they are available
-vam
2from our portal o

] win o

ﬁ_ﬁ“‘rnetwat the fo

2 remember that you are
;10wed to load the SBOMs

AN o
WL kG sl p .
AT gy

10 0 iy -
I rend® ’
W
Aa g ~
-
o
. <.\-J 2

" 11

Z

nte; L;H‘ﬁt woulgnbe a
6iolgg-'h of our !eg!k

. * ;
agreement ‘&- ’

v—ff:'

Southern Company




| AT ez o T I e | | W 1S 'W

Z-\ | « ~ " e =\
(@ - T =0 T L e Y |— — ./
g,f——'—tﬂmmuuu\,lf ~ LEVEL2STATISTICS W‘Iw =70- )
Y 1= o = A -
= l | = |
" % B e Average Days to Receive SBOM @ 7,
- ’ ! Sl:%OM Received — 60 days . :—
17.6% No Success = l
35.3% e Average Number of Emails / |l
Meetings to Request SBOM =
L %, Already Existed ® Percentage of Products Where =
5 o, SBOM Request was Denied =
| EEEEs 58%
R 3
- p ~.
N ®) o el == O))
\ o’ Jg b e 410 PTR *
N
- % / A \.;.
. |
|
! | |
Ll ol | |
HL |
1-i L | :
IH ’{\m,.i\i-) %,,, £ = :

=
|

. A Southern Company

—— FINITE [ STATE __‘JL;@

——a




N [ 1 i l Tﬁ—"ﬁ
=\ |

7/% M. SBOM Quality Metrics:
l—\X - — ’ g | | ‘
“‘ X\\h( huallty Scores:

E o‘?:l.rmw\?re'l’- 6.3/10
f L | 0 Firmware 2 = 6.3/10
2/ 7 o | | |
V‘Q\‘M o g 0 /Firmware = 6.5/10
V/S8X 3§ | ™o}y />\(8 . _— | 7”‘ o' Firmware 6.5/10

b~B4 == {ET>h /SPX .
L IxS-Pud VM =mhE g ' '
' '/\4526‘UXHAV-- 5 \ 0 Errors: -‘ -

== | Vi | , e Dld not meet NTIA
WO e e ~ mﬁ.nlmum SBOM \‘G

__'_'_1: ‘ S : /equlrements —
- o M:Lss:th proper

’ of Firmware
0 Firmware 6

\ | component
"'»v,.;aidentﬁ iers
- |

= . -‘ ';:‘A.:"ﬂ .\, ‘_"‘"‘. 15‘- ’ R, I o — S |
‘ﬁgﬁ = — — - Q o
o = | ’ M FINITE (@] STATE ) i A

A Southern Company Q| m—




9

i O

Portfolio Summary Artifact Risk

Total Artifacts Total Artifact Versions ® Cittical (&), @ High (2)
Highest Risk Artifacts
31 5 Sensor Eyelnspect
Total Scans Total Users [
Network Appliance

PANOS SBOM Artifact

P5415 IP Camera
)
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Findings by Severity Over Time Unknown x  Informationsl x Low x © v

60,000

Findings

Findings by Severity
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Critical: 102
Medium: 2,314
Low: 13,043
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The Vulnerability Hoard [
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Summary Statistics:

Average Time to Get SBOM
- 60 days from request to receipt

Average # of Components

- Linux-based Systems: 1,807
- Bare Metal / RTOS: 21

Average # of Vulnerabilities
- Linux-based Systems: 2,084
- Bare Metal / RTOS: 9

25% — SBOM

Received Average # of Emails/Meetings to

request SBOM

e 35% — SBOM
Request Denied - 12

e 17% — SBOM | Average numbers of vulnerabilities
Senoratec after VEX provided from Vendor

o 23% — SBOM | - 10 (according to Vendor)
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Request & Reponse
Roundabout

B Verification
Crossing

Internal Politics Point
Don't Jump!
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